
 

OPTRO DATA PROCESSING ADDENDUM 
(DPA) FREQUENTLY ASKED QUESTIONS 
 
(For information purposes only; this DPA FAQ does not form part of any contract document 
and is not legal advice.) 

Thank you for reviewing Optro’s contracts for Optro’s cloud platform software-as-a-service. As 
you review Optro’s DPA, we hope this DPA FAQ will help you better understand:  1) what Optro’s 
role is in relation to the processing of your personal data; and 2) what the DPA contains. 

 
1.​ What is Optro’s role? 
Optro acts as a processor for the personal data our customers submit electronically into our 
software-as-a-service applications through the web and browser app using a genuine 
one-to-many cloud delivery model (“Personal Data”). As such, Optro as the processor, processes 
Personal Data on behalf of and according to our customers’ instructions, who are the controllers. 

2.​ Does Optro make a DPA available to customers? 
Optro offers a comprehensive DPA that operates seamlessly as part of Optro’s Subscription 
Agreement, to provide clear contractual terms to govern Optro’s processing of Personal Data. ​
​
The DPA supports Optro’s one-to-many cloud service delivery model and our underlying technical 
and operational processes, such as security audit certifications and our use of subprocessors. 
This means, that we cannot contractually commit to individual customers’ DPAs without breaking 
our one-to-many business model as such customer DPAs will likely require heavy modification to 
fit this one-to-many business model. Additionally, Optro’s DPA is tailored to reflect Optro’s service 
offering, setting out the specialized process and procedures in relation to Optro’s obligations as a 
data processor.  

3.​ Does Optro’s DPA cater to companies that operate globally?   
Optro has customers worldwide, so we offer customers industry-leading data processing terms 
that address data protection requirements globally. Our DPA incorporates the core privacy 
principles that underlie many international data protection laws. ​
​
Traditionally, European data protection laws have been the world’s strictest. To provide our global 
customers with a robust framework, we have used the GDPR requirements as the baseline for our 
DPA. 

4.​ Limitation on liability for data protection 
Optro’s limitations of liability terms are set forth in the Subscription Agreement and not the DPA, so 
please refer to this document for all our limitation of liability terms, including limitation of liability for 
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confidentiality, security, or privacy obligations.  

5.​ Does Optro comply with data protection laws?   
Optro complies with all data protection laws directly applicable to Optro.  

Nevertheless, it is our customers’ responsibility to determine whether it is appropriate for them to 
use our software-as-service applications to process their Personal Data in light of the specific laws 
and regulations to which they are subject. It is also our customers’ responsibility to configure and 
use our software-as-a-service applications in a manner consistent with their legal and regulatory 
obligations.  

6.​ General Data Protection Regulation  

a)​ What is the General Data Protection Regulation? 
The General Data Protection Regulation (the “EU GDPR”) is a European data protection 
law that took effect on May 25, 2018. The EU GDPR sets a global standard for data 
protection compliance by implementing strict requirements on how organizations handle 
and protect personal data. Following Brexit, section 3 of the European Union (Withdrawal) 
Act 2018 brought the EU GDPR into UK law (the "UK GDPR"). For our relationship with you, 
they do not differ in substance, so we refer to both laws collectively as (the "GDPR"). 

We are committed to supporting our customers’ journey to compliance with the GDPR 
when they use Optro’s software- as-a-service applications. 

b)​ How does Audit Board assist our customers in fulfilling their obligations to respond to data 
subject requests?  
Optro will assist customers to fulfill their obligations to respond to data subject requests in 
a manner consistent with the functionality of our software-as-a-service applications and 
Optro’s role as a processor. To the extent that customers need further assistance, Optro 
will provide that assistance at the customer’s cost.  

c)​ How does Optro assist our customers with the GDPR requirements to conduct data 
protection impact assessments and prior consultations in relation to their Optro 
software-as-a-service application?  
Optro will assist customers to fulfill their obligations under GDPR Article 35 and 36 by 
providing Optro’s then-current security audit reports. To the extent that customers need 
further assistance, Optro will avail itself to assist at the customer’s cost.  
 

d)​ Data security and technical and organizational measures  

(i)​ What security measures are in place to protect Personal Data?  
Security Policy: Data security is an integral part of adhering to applicable data protection 
laws. Optro therefore commits to and maintains stringent technical and organizational 
measures. These security measures are evidenced in our Security Policy that can be 
found here. This Security Policy can be attached to our DPA upon request. ​
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​
Security Audit Reports: Optro also provides customers with objective evidence that it is 
maintaining its security controls through our independently audited SOC Type II audits 
and ISO 27001 certification, which are made available to customers upon written 
request. That way, our customers can independently verify that the security controls 
protecting Personal Data meet their individual needs and Optro can demonstrate its 
compliance with applicable data protection laws. To maintain the security of Optro's 
software-as-a-service applications and facilities for all customers, Optro does not allow 
customer audits. It is therefore not Optro’s policy to allow for onsite security audits and 
we believe that our industry standard, third-party security audit reports suffice.  

(ii)​ Why can't my security exhibits be attached to the DPA? 
Optro maintains a formal and comprehensive security program designed to ensure the 
security and integrity of Personal Data, protect against security threats and data 
breaches, and prevent unauthorized access to customer data. As a true one-to-many 
cloud provider, Optro operates a single-tenant platform where all customers share a 
single version of the software with logical segregation between customers. All our 
security controls are designed from the ground up for a software-as-a-service cloud 
environment and a consistent set of security controls is applied to our 
software-as-a-service applications. These controls enable Optro to meet our data 
protection requirements and can be found in our Security Policy. This means that we 
cannot contractually commit to individual customers’ security and privacy standards or 
policies since they do not apply to Optro.  

e)​ Subprocessors 

(i)​ Does Optro have subprocessors?  
Optro uses subprocessors to provide the services enumerated in our Subscription 
Agreement and Order Form. Subprocessors can be affiliated with Optro or can be 
third-party subprocessors. Any subprocessor that Optro engages to process Personal 
Data undergoes thorough information security and data protection due diligence review 
and agrees to abide by data protection terms no less restrictive than those contained in 
our DPA.  

(ii)​ Which subprocessors is Optro using?  
Optro’s subprocessor list can be accessed through the Optro Enterprise Agreements 
website here. This subprocessor list can be attached to your DPA upon request.  

(iii)​ How does Optro inform our customers about new subprocessors?  
Optro will update the subprocessor list at least thirty (30) days prior to authorizing a 
new subprocessor to process Personal Data. Customers can subscribe to receive email 
notifications by signing up on this page. Optro therefore only uses the general 
authorization method of obtaining authorization for its new subprocessors. Customers 
are responsible for ensuring that the individuals in their organization who need to be 
notified about new subprocessors (e.g., their Privacy Team or Data Privacy Officer) 
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subscribe to the page and monitor their email accounts accordingly.  

(iv)​Can customers object to Optro’s use of a new subprocessor? 
Where required by law, Optro’s customers can object to Optro’s use of a new 
subprocessor on reasonable ground relating to data protection.  

f)​ Security Breach Notification:  How would Optro notify its customers in the event of a 
security breach?  
Section 6 of Optro’s Subscription Agreement documents our procedure for addressing 
security incidents and security breaches. We maintain a forty-eight (48) hour notification 
period, or shorter, as required by applicable law, as it is the software-as-a-service industry 
standard that is pertinent to the services Optro provides.  

7.​ Government Requests and Compelled Disclosures 
Optro and its affiliates, as of the last updated date of this DPA FAQ, have never received a request 
or directive from any law enforcement, national security, or other government authority, 
representing any national, state, or local jurisdiction, for the disclosure of personal data.  
 
The U.S. government uses laws such as the Foreign Intelligence Surveillance Amendment Act of 
2008 (“FISA Section 702”) and Executive Order 12333 (“EO 12333”) (together “U.S. Surveillance 
Laws”) to obtain foreign intelligence information about foreign adversaries, including the plans and 
identities of terrorists and terrorist organizations, the intentions and capabilities of weapons 
proliferators and spies, and cybersecurity efforts by foreign actors against the U.S. Personal Data 
submitted into Optro’s enterprise software-as-a-service applications. The Personal Data 
submitted in our platforms is unlikely to constitute "foreign intelligence" information under FISA 
Section 702 because it consists of work contact information of prospects, customers, and 
suppliers, and is therefore not the type of information the U.S. government appears to be primarily 
seeking under FISA Section 702.  ​
​
Also, the EO 12333 does not authorize the government to compel any private company such as 
Optro to disclose any information to a government authority, and as a result it is impossible for 
Optro to receive a demand for information pursuant to it. Optro doesn’t voluntarily provide 
information or assistance to the U.S. government for surveillance under EO 12333. Optro is 
therefore unlikely to be subject to U.S. surveillance laws. However, in the unlikely event that Optro 
would receive such a government request, each request would be carefully received by Optro’s 
legal department to determine if it’s lawful, valid, and enforceable. If we believe a request is overly 
broad, we would seek to narrow it. Further, as the compelled disclosure section in Optro’s 
Subscription Agreement commits, we would promptly notify our customer of the request, unless 
prohibited by law. 
 
If notification to the data protection supervisory authority is prohibited, Optro will use its best 
efforts to challenge this prohibition.  

8.​ International Data Transfers 
To provide its software-as-a-service services, Optro may use subprocessors (both Optro affiliates 
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and third parties) located outside of the European Economic Area (“EEA”), the United Kingdom 
(“UK”), and Switzerland (together “Europe”). Therefore, Optro has put in place the necessary 
measures to ensure that data transfers from these jurisdictions are compliant with applicable data 
protection laws and regulations.   

9.​ How does Optro protect Personal Data transferred outside of Europe? 
Optro uses the following data transfer mechanisms to legitimize transfers of Personal Data outside 
of Europe:  

a)​ Adequacy Decisions 
The European Commission recognizes certain countries around the world as offering an 
adequate level of protection for Personal Data. The UK and Switzerland recognize the 
same countries. Optro relies on the adequacy decisions in relation to transfers of Personal 
Data to Switzerland and the UK.  

b)​ Standard Contractual Clauses  
SCCs: Optro offers and incorporates by reference into the DPA, the European 
Commission’s Standard Contractual Clauses (Commission Implementing Decision 
2021/914 of 4 June 2021) (“SCCs”). The new SCCs were introduced in June 2021 to 
incorporate additional protections for transferred data. They can be found here.  
 
SCC Modules: To provide the Customers with maximum flexibility, Optro has incorporated 
both Module 2 (Controller to Processor) and Module 3 (Processor to Processor) of the 
SCCs into the DPA. It is incumbent on customers to determine which Module applies to the 
circumstances of their processing. No amendments to the DPA are required.  
 
UK SCCs: The UK has indicated that the SCCs can also be used as a safeguard to 
legitimatize transfers of personal data from the UK to processors located in other 
countries. We use the UK Addendum in conjunction with the EU SCCs for UK data 
transfers. The UK Addendum is incorporated by reference into the DPA, and  can be found 
here.  
 
Swiss SCCs: Switzerland has recognized the SCCs as the basis for personal data transfers 
to a country without an adequate level of data protection, provided that the necessary 
adaptations and amendments are made for use under Swiss data protection legislation (as 
set out below). 
 
Leading Supervisory Authority in the SCCs: Optro is established in the United Kingdom and 
Ireland and therefore selects Ireland as its European Union governing jurisdiction in the 
SCCs. Additionally, the Irish Data Protection Commission: 1) has a firm understanding of 
the Software-as-a-Service industry; 2) is well funded; 3) follows a common law legal 
system; and 4) is English speaking. For these reasons, Optro selects it as its supervisory 
authority in the SCCs.  

c)​ Binding Corporate Rules (“BCRs”) 
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Optro does not have BCRs and does not provide them as an alternative data transfer 
mechanism. Optro uses SCCs to transfer data to countries that have not been found 
adequate by the European Union.  

10.​ Supplementary Measures for using the SCCs 
The Schrems II ruling brought the need for companies to have additional supplementary measures 
when using the SCCs. Optro has instituted contractual measures in the form of the DPA, and 
technical and measures, as elaborated on in our Security Policy, to meet the additional 
supplementary measures requirement that was brought on by the Schrems II Ruling.  

11.​ Does Optro’s DPA meet the GDPR requirements for a data processing agreement?  
Optro’s DPA addresses the specific DPA requirements laid out in Article 28 of the GDPR. The quick 
reference checklist below identifies each of the specific requirements of Article 28 GDPR and 
matches them against the relevant sections of Optro’s DPA: 
 
 
 
 
 

GDPR Requirement 

 

Relevant Section in 
Optro’s DPA  

 

Art. 28 (3) 

Subject-matter and duration of the processing, the nature and 
purpose of the processing. 

 

Annex 1  

Art. 28 (3) Type of personal data and categories of data subjects. Annex 1  

 

Art. 28 (3) (a) 

Processor processes the personal data only on documented 
instructions 

from the controller. 

 

Sec. 2.2  

 

Art. 28 (3) (b) 

Persons authorized to process the personal data have 
committed themselves to confidentiality or are under an 
appropriate statutory obligation of confidentiality. 

 

Sec. 3.2  

 

Art. 28 (3) (c) 

Processor has taken all measures required pursuant to Article 
32 (Security of Processing). 

 

Sec. 3  

 Processor respects the conditions referred to in paragraph 2  
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Art. 28 (3) (d) 
and 4 for 

engaging another processor. 
Sec. of 6  

 

Art. 28 (3) (e) 

Processor assists the controller by appropriate technical and 
organizational measures, insofar as this is possible, for the 
fulfilment of the controller's obligation to respond to requests for 
exercising the data subject's rights. 

 

Sec. 5.1 and 5.2  

 

 

 

 

 

Art. 28 (3) (f) 

Processor assists the controller in ensuring compliance with the 
obligations pursuant to Articles 32 to 36. 

Sec. 3 and 5 of the 
DPA and Optro’s 
Security Policy 

Article 32 (Security of processing) Sec. 3 of the DPA 
and Optro’s Security 
Policy 

Article 33 (Notification of a personal data breach to the 
supervisory authority) 

Article 34 (Communication of a personal data breach to the data 
subject) 

 

Sec. 5.2 

Article 35 (Data protection impact assessment) 

Article 36 (Prior consultation) 

 

Sec. 5.3 

 

Art. 28 (3) (g) 

Processor will, at the choice of the controller, delete or return all 
the personal data to the controller after the end of the provision 
of services. 

 

Sec. 9 

 

 

Art. 28 (3) (h) 

Processor makes available to the controller all information 
necessary to demonstrate compliance with the obligations laid 
down in this Article and allow for and contribute to audits, 
including inspections, conducted by the controller or another 
auditor mandated by the controller. 

 

 

Sec. 8 

12.​ California Consumer Privacy Act and the California Privacy Rights Act 
Since Optro is based in California and customers may also have operations in, and/or process the 
personal data of California residents, the DPA includes language relevant to both the California 
Consumer Privacy Act (“CCPA”) and California Privacy Rights Act (“CPRA”) (together “California 
Regulations”). Under the California Regulations, Optro is the “Service Provider”, and customers are 
the “Business”.  
​
The quick reference checklist below identifies each of the specific requirements of the California 
Regulations for Service Providers such as Optro and matches them against the relevant sections 
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of Optro’s DPA. 
 

California Regulations Requirement Relevant Section in 
Optro’s DPA 

 

 

Definition of California Regulations which 
includes the CCPA and the CPRA 

 

Definitions Section  

1798.140(ag)(1)(A) California 
Civil Code 

Prohibition to Sell Personal Data     Sec 2.2  

1798.140(ag)(1)(A) California 
Civil Code 

Prohibition to Share Personal Data     Sec 2.2  

1798.140(ag)(1)(C&B) 
California Civil Code  

Prohibition to process Personal Data outside the 
direct business relationship with the client  

  Sec 2.2 

1798.100(d)(1), 140(ag)(1)(B), 
(C) California Civil Code 

Prohibition to process Personal Data for other 
purposes 

  Sec 2.2 

1798.140(ag)(1)(D) California 
Civil Code  

Prohibition to combine Personal Data from 
multiple clients 

  Sec 2.2 

13.​  I would like to ask some questions that are not answered in this DPA FAQ. 
For any additional information you require, you may contact your Account Executive, who will be 
happy to assist you. 
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